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Learning Objectives for this Lesson
By the end of this lesson, you should be able to…

• Articulate the ethical responsibilities of professional software engineers


• List a set of questions that you can ask to evaluate the public impact of 
software



Professional Ethics
Professional standards

• By 1675, standards established for: divinity, 
law, medicine


• Professionals exercise specialist knowledge or 
skill - professional ethics governs how this 
knowledge should be governed

12th-century Byzantine manuscript of the Hippocratic Oath



Code of Ethics
Professional Engineers

Engineers, in the fulfillment of their professional duties, shall:

1.Hold paramount the safety, health, and welfare of the public.

2.Perform services only in areas of their competence.

3.Issue public statements only in an objective and truthful manner.

4.Act for each employer or client as faithful agents or trustees.

5.Avoid deceptive acts.

6.Conduct themselves honorably, responsibly, ethically, and 

lawfully so as to enhance the honor, reputation, and usefulness of 
the profession.

National Society of Professional Engineers - Code of Ethics for Engineers

https://www.nspe.org/resources/ethics/code-ethics


Code of Ethics
Professional Engineers: Citigroup Center

• Design met building code, 
but did not account for all 
failure modes


• Last-minute changes to 
construction increased odds 
of failure


• Fixed before disaster could 
strike, but kept a secret for 
20 years

“Citigroup Center” by Tdorante10, Wikimedia commons, CC BY-SA 4.0https://www.theaiatrust.com/whitepapers/ethics/study.php

https://www.theaiatrust.com/whitepapers/ethics/study.php


Code of Ethics
Software Engineers: Therac-25 (1985-1987)

• Bug in software caused 100x greater 
exposure to radiation than intended


• At least 6 died


• Likely far more suffered: deaths 
occurred over a period of 2 years!


• Weak accountability in manufacturer’s 
organization

“Therac-25” by Catalina Márquez, Wikimedia commons, CC BY-SA 4.0
https://ethicsunwrapped.utexas.edu/case-study/therac-25

https://ethicsunwrapped.utexas.edu/case-study/therac-25


Code of Ethics
ACM’s Code of Ethics Software Engineers

1. PUBLIC – Software engineers shall act consistently with the public interest.


2. CLIENT AND EMPLOYER – Software engineers shall act in a manner that is in the best interests of their client and 
employer consistent with the public interest.


3. PRODUCT – Software engineers shall ensure that their products and related modifications meet the highest professional 
standards possible.


4. JUDGMENT – Software engineers shall maintain integrity and independence in their professional judgment.


5. MANAGEMENT – Software engineering managers and leaders shall subscribe to and promote an ethical approach to the 
management of software development and maintenance.


6. PROFESSION – Software engineers shall advance the integrity and reputation of the profession consistent with the public 
interest.


7. COLLEAGUES – Software engineers shall be fair to and supportive of their colleagues.


8. SELF – Software engineers shall participate in lifelong learning regarding the practice of their profession and shall promote 
an ethical approach to the practice of the profession.

https://ethics.acm.org/code-of-ethics/software-engineering-code/

tldr: “No”

1. PUBLIC – Software engineers shall act consistently with the public interest.


https://ethics.acm.org/code-of-ethics/software-engineering-code/


Ethical decisions are often hard decisions
Example: Text Recommendation
• Interactive AI systems can be useful


• Interactive AI systems can also amplify hate


• Ethical and moral frameworks provide a lens to make rational decisions

“Ten years on, search auto-complete still suggests slander and disinformation”

Microsoft’s “Tay”

https://algorithmwatch.org/en/auto-completion-disinformation/


Accessibility should not be a hard decision
Example: Domino’s + ADA

WCAG 2.0 Specification

https://www.w3.org/TR/WCAG20/


Safety-Critical Software Regulations
Standards for Software Development

• International bodies define standard processes that are 
designed to protect the public


• By (correctly) following such a standard, you can reduce 
the chance of harm to users, as well as your ethical (and 
legal) liability



Value Sensitive Design
Consider how our software impacts users’ universal values [partial list]

• Human rights - Inalienable, fundamental rights to which all people 
are entitled 


• Accessibility - Making all people successful users of the 
technology


• Justice - Procedural justice (process is fair) + distributive justice 
(outcomes are fair)


• Privacy - An individual’s agency in determining what information 
about them is shared


• Human welfare - Physical, material and psychological well-being
Value Sensitive Design @ Khoury

https://vsd.ccs.neu.edu/introduction/challenges/


Unpacking “Public Interest”
Do no harm: how can our software cause harm?

•How can my software fail? What are the implications of that failure?


•Who will use my software, and how might different users use it differently?


•How will my software impact those who do not use it directly?


•Will my software amplify negative behavior for users and society at large?



Unpacking “Public Interest”
How can our software make a positive contribution?

•Will my software make people’s jobs easier?


•Will my software make people happier?


•Will my software amplify positive behavior for users and society at large?



Where does this leave us?
So that we can sleep at night

• Above all: try to do good - consider the impacts of your software on others


• Follow best-practices, and actively push to improve them


• Next lesson: How do we understand our users, so that we can make the best 
software, and cause the least unintended harm?
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